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Abstract

Sensometworks have recentlyattractedmuchattention,
becauseof their potential applicationsin a numberof
differentsettings. The sensorcanbe deployedin large
numberdn wide geographicaareasandcanbe usedto
monitorphysicalphenomenagr to detectcertainevents.

An interesting problem which has not been ade-
quatelyaddressedofar is that of distributedonline de-
viation detectionin streamingdata. Theidentificationof
deviatingvaluesprovidesanefficientwayto focusonthe
interestingeventsin the sensometwork.

In this work, we proposea techniquefor online devi-
ationdetectionin streamingdata. We discusshow these
techniquescan operateefficiently in the distributed en-
vironmentof asensometwork, anddiscusghetradeofs
thatarisein this setting.Our techniqueprocessasmuch
of the dataaspossiblein a decentralizedashion,so as
to avoid unnecessargommunicatiorandcomputational
effort.

1 Intr oduction

Advancesin processotechnologiesand wirelesscom-
municationshave enabledhe deploymentof small, low
cost and power efficient sensornodesin both civil
and military settings[WLLP01, SS02 OC02 IGEOQ,
IEGH02 SAAO03, LBAT02). The sensorscan be de-
ployedin large numberdn wide geographicabreasand
can be usedto monitor, detectand report time-critical
events(lik e earthquaks,chemicalspills, or the position
andtrajectoryof moving objects)suchthat the urgeng
of the situationis evaluatedand distributed efforts are
coordinatedn atimely manner

Considerfor example a disasterrecovery situation
wheretherehasbeena chemicalspill in a givenregion.
Before attemptingto control the disaster we mustfirst
find the extent of the currentcontaminationand figure
out how the concentrations changingovertime soasto
estimatethe possiblereachof the contamination. This
requiresthat the datais collectedonline from multiple
sensorsand analyzeddynamicallyin orderto evaluate
theaccurag of thethreatandrespondn real-time.

We proposea techniquefor distributed deviation, or
outlier, detectionn real-timestreaminglata. Thatis, we
areinterestedn finding thosevaluesthatdeviate signif-
icantly from the norm. This problemis especiallyim-
portantin the sensometwork settingbecauset canbe
usedto identify faulty sensorsandto filter spuriousre-
portsfrom differentsensors.Evenif we are certainof
the quality of measurementeportedby the sensorsthe
identificationof outliersis still avaluableprocessit pro-
videsan efficient way to focuson the interestingevents
in the sensometwork.

The contet of the sensometworks makesthe prob-
lem more challenging. First, sensorshave limited re-
sourcecapabilities, including limited battery lifetime,
communicatiorbandwidth,CPU capacityand are sub-
ject to frequentdisconnections. Second,data coming
from mary different streamshave to be examineddy-
namicallyandcombinedo detectdeviations.In suchan
ervironment,we needto minimize the processingand
communicatioroverheadof the sensors.The goal is to
processas much of the dataaspossiblein a decentral-
izedfashion,soasto avoid unnecessargommunication
andcomputatioreffort. Identifying deviationsis itself a
first steptowardsreducingthe communicatiorcost,and
prolongingthelife spanof the sensorsThis s true, be-



causethereis no needfor the sensorgo transmitvalues
thatfollow somegeneratrendsalreadyknown. Whatwe
arereally interestedn arevaluesthatdo not follow our
modelsfor the data-generatingrocesses.

In this work, we proposethe useof kerneldensityes-
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timatorsfor onlinedeviation detectionin streamingdata. A,

We describenow theseechniquesanoperateefficiently
in the distributedernvironmentof a sensometwork, and
elaborateon the tradeofs that arisein this setting. Fi-
nally, we discusgechniquegor timelinesgguaranteeen
thedelivery of the streamingdata.

The rest of the paperis organizedasfollows. Sec-
tion 2 describeghe overall architectureof the system.
In Section3 we elaborateon the problemwe aretrying
to solve. We presentthe techniquesve usefor the so-
lution of the problem,andwe discusshe propertiesand
functionality of our approach.Section4 providessome
backgroundntherelatedwork, andwe concluden Sec-
tion 5.

2 ProposedAr chitecture

We ervision a sensomnetwork consistingof alargenum-
berof cheapstaticsensorsThesesensorarelimited in
termsof their processingand transmissiorpower capa-
bilities, but canbedeployedquickly to coverageograph-
ical area.

While the traditional settingsassumehat the sensor
dataaregatheredn a centralizedocationandanalyzed
offline, in our modelwe assumehe existenceof addi-
tionalmorepowerful andsophisticatethodeshatarede-
ployedin smallnumberg(typically ordersof magnitude
lessthanthe numberof low capacitysensors).We as-
sumethat thesenodeshave large communicatiorrange
and can communicatewith eachotherusinga separate
frequeng channelso as not to interfere with the sen-
sor communications. Theseare usedto perform more
powerful computationssuchasthe detectionof outliers.
Figurel shavs anexampleof this kind of network. The
white circlesin the figure denotethe low capacitysen-
sors,andtheblackcirclesthe high capacityones.

In additionto the usualconnectionsamongthe low
capacitysensorsthereis anothertype of connections
involving the high capacitysensors.Taking advantage
of the limited numberof the more powerful sensorsye
canassignentire groupsof the low capacitysensordo
them.An obviousway of makingthis assignmentvould
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Figure1: Example of a sensornetwork with two dif-
ferenttypesof sensors.

be basedon spatialproximity. Hence,differentpartsof
theareacoveredby thedeployedsensorareassignedo
differentgroups,and consequentlyto differenthigh ca-
pacity sensors. Alternatively, the low capacitysensors
maybeorganizednto groupsin respons¢o someguery,
soasto providethebestpossibleanswerslin eithercase,
the structureof the groupsis not staticallyassignedbput
is ratherdynamicin nature.

Moreover, we mayassumehatthehigh capacitysen-
sorsareorganizedin groupsaswell. Thesesensorge-
portto operationcenterswhich canbe consideredisan
additionallevel in the communicatiorstructure.

3 Defining Abnormal Behaviour

An outlier is “an obsenation that appearsto deviate
markedly from othermemberof the samplein whichiit
occurs”[BL94]. Thisfactmayraisesuspicionghatthe
specificobsenationwasgeneratedy a differentmech-
anismthantherestof the data. This mechanismmay be
anerroneouproceduref datameasuremerandcollec-
tion, or aninherentvariability in the domainof the data
underinspection. Neverthelessjn both casessuchob-
senationsareinteresting,andthe analystwould like to
know aboutthem.

In our case the goalis to be ableto reportoutlying
valuescomingfrom unknavn generatie processe§i.e.,
the datadistribution is not known). As the datavalues
comein, we build a modelof thesevalues. In essence,
we try to approximatehe distribution of thedata. Then,
wetermoutliersthevalueshatdeviatesignificantlyfrom



thatmodel.

3.1 Ouitliers in SensorNetworks

We examinethe problemof identifying outliersin asen-
sor network in two stages. First, we discussthe tech-
niguewe useto modelthe datadistribution. Secondwe
focuson the problemof managingandcombiningthese
modelsin the network of sensors.

We subsequentlgiscusgheissueof timelinessguar
anteeson the delivery of the streamingdata. Finally,
we identify andanalyzesometradeofs thatarisein our
framework.

3.1.1 Estimation Model

Themodelwe useto estimatethedistribution of theval-

uesgeneratedy the sensords basedon kernel density
estimatos® [Sco93. For simplicity, we only discusshe
one dimensionalcase. Yet, this approachis easily ex-

tendedto higherdimensionalitiesAssumethatwe have
a staticrelation, T", that storesthe values,t, whosedis-
tribution we wantto approximate.The recordedvalues
mustfall in the interval [0,1]. This requirements not
restrictive, sincewe canmaptheoperationatangeof the
sensorso theintenal [0, 1]. Let.S bearandomsampleof

T, andk(z) afunction,suchthatf[o’l] k(x)dx = 1, for

all tuplesin S. We call k(z) the kernelfunction Then,
we canapproximateheunderlyingdistribution f (x), ac-
cordingto which the valuesin T' were generatedusing
thefollowing function

F) = - 3 k1)

t; €S

The choiceof the kernel function is not significant
for theresultsof the approximatiofCre93. Hence,we
choosahe Epanechnikv kernelthatis easyto integrate:
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whereB is thebandwidthof thekernelfunction. In order
to setB, we useScotts rule [Sco9d: B = /55|35,
wheres is the standardieviation of thevaluesin T'.
Givenavaluet, andthedensitydistribution function
f(z), we canestimatethe numberof valuesthatarein

10thermodelestimationtechniquesanbe usedin our framavork
aswell.

the neighborhoodf ¢,. This allows usto identify dis-
tancebasedoutliers[KN98]. In particulay we have to

checkthe numberof values,N (¢,,7), in T' thatfall in a
sphereof radiusr aroundt, [KGKBO3]. If this number
is lessthanan application-specifithresholdp thent, is
anoutlier. The equationfor the computationof N (¢,,r)

is asfollows

Nito,r) = / f(x)da.
sphereof radiusr aroundt,,

We shouldaddthatthekerneldensityestimatiortech-
nigue can also be employed in the presenceof multi-
variate distributions, and has beenshavn to approxi-
mate unknowvn datadistributions efficiently and effec-
tively [GKTDOQO].

In the sensornetwork ervironmentwe require that
eachsensomaintainsamodelfor thedistribution of val-
uesit generatesSincewe arenotinterestedn theentire
history of the valuesproducecby the sensorsit suffices
to considerthe valuesin a sliding window of size N.
Then,T holdsonly thevaluesin thesliding window, that
is, the N mostrecentvalues.

Note that in this casewe cannotdirectly apply the
above analysis,sinceT is continuouslychangingas a
function of time. Therefore we adaptour techniqueas
follows. The setS is onceagaina randomsampleof
T, but it is now computedasa sampleof a sliding win-
dow. Theotherquantitywe needfor theestimatiorof the
datadistribution is the standardleviation s of thevalues
in the sliding window (usedfor the computationof the
bandwidth,B). Both the above operationscan be effi-
ciently supportedn a datastreamingervironmentwith
sliding windows[BDMO02, BDMOO3].

3.1.2 Distributed Deviation Detection

In the previous sectionwe describedhe modelwe use
to estimatethe datadistributions,andexplainedhow we
canusethis modelto identify outliersamongthe values
reportedby asensarWe will now discusgheissueghat
arisewhenwe considerthe settingof a network with a
large numberof sensors.

Assumewe have a sensometwork similar to the one
shavnin Figurel. The presenc®f low andhigh capac-
ity sensor®ffersa multiresolutionview to the deviation
detectiorproblem.Whenwe areatthelowestlevel (i.e.,
low capacitysensors)ye identify local outliers. As we
move up (i.e., high capacitysensors)we attaina more
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Figure2: Example of modelcomposition.

global perspectie, and the outliers we report are with
respecto all thesensor®of aparticulararea.

In orderfor this settingto work, we have in placea
mechanismfor model composition. This allows us to
take the datadistribution modelsof two differentsensors
in the network andcomeup with a singlemodelthatde-
scribesthe behaiour of the dataof both sensors. We
thenassignthis combinedmodelto anothersensore.g.,
asensoof high capacity(seeFigure?2).

In the caseof kerneldensityestimatorstherearetwo
guantitieghatwe have to take careof. Namely thesam-
ple set, S, andthe bandwidthof the kernelfunction, B
(referto Section3.1.1).We cancombinethesamplesets
just by takingtheir union. This is possiblebecausédoth
samplesare uniform. We may then reducethe size of
the resultingset by resampling,if necessary In order
to combinethe bandwidthsof two kernelfunctions,we
only needto combinethe two standarddeviationsupon
which thebandwidthsdepend.Thisis accomplishedis-
ing the sametechniquesasthe onesfor computingthe
standardleviationin aslidingwindow of streaminglata.

The abore procesgivesto the high capacitysensors
a coarseview of the sensometwork, wherethe details
specificto different partsof the deploymentareahave
beenmasled away. If we wish to recover thesedetails,
we have to querythelow capacitysensorglirectly.

3.1.3 Real-Time Delivery of SensorData

Oneimportantissuein distributed online deviation de-
tection, is how to deliver the streamingdatato remote
sensorsn atimely manner This is importantbecause
if the high capacitysensordail to collect and analyze
currentdatageneratedy the sensorsthis may leadto
inconsistencied identifying anoutlieranddetermining
the criticality of a situation. In suchcircumstancesye
needdistributedreal-timeschedulingalgorithmsto pro-
vide timelinessguarantees.

Streaminglatamayneedto bedeliveredin sequence,
or in parallel,on oneor moresensorge.g.,a reportde-

liveredfrom onesensoto anotheruntil it reaches high
capacitysensor).Thesearedeliveredthroughthe gener
ation of distributed events With eachdistributed event
we associateéhefollowing timing parameters:

e Deadline: The relative time after the initiation of
the event,within which theeventmustbedelivered
to thedestination.

¢ Importance:aparametethatrepresenttherelative
priority of theevents.A low importancesventmay
needto be delayedto meetthe deadlineof a high
importancesvent.

Thedegreeto whichend-to-endimelinesss achieved
in a sensometwork is a combinationof two factors;the
relative importanceof the event (e.g., high urgeng or
low urgeng) andits deadline. The deadlineessentially
representa measuref priority for the event;the higher
priority goesto theeventwith thesmallestdeadline.

3.1.4 Tradeoffs

Theframework we describeprovidesaflexible meandor
outlier detectionin sensometworks. Yet, it alsoraises
somequestionghatneedto be exploredin moredetail.

The kerneldensityestimationmodelthatwe propose
is capableof adjustingtselfto theinputdatadistribution,
asthis distribution changesver time. Both the sample
andthe standardleviation of the datavalues,neededor
the estimationof the underlyingdistribution, are being
constantlyadjustedfollowing the way the valuesin the
sliding window change.However, we alsoneeda self-
correctingmechanismableof fine-tuningotherparame-
tersof themodel,e.g.,thesizeof thesamplejn casethe
distribution of the datachangesirastically

We also needto be ableto quantify the accurag of
the combinedmodels. That is, we needto know how
muchinformationwe losejust by combiningtwo differ-
ent modelsinto one. This processwill provide quality
guaranteefor thegeneratedesults.

Finally, oncememed, the accurag of the combined
modelswill dependgreatlyon the frequeny of updates
of their parameterérom the underlyingmodels. Thisis
a questionof haw muchandhow oftenwe shouldprop-
agateinformation from the low capacitysensorgo the
high capacityones,in orderto keepthe modelsat all
levels synchronizedwith the changesn the datadistri-
butions.
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Figure3: The tradeoffs space.

The commondenominatorto all the above issuesis
theintroductionof theright setof statistics. Thesestatis-
tics cangive anindicationof theaccurag of themodels
we employ for approximatinghe datadistributions,and
subsequentlpf theway thatthe parametersf the mod-
elsshouldbe altered. They canalsohelpto controlthe
tradeof betweerthe desiredaccurayg of resultsandthe
performanceenalty Thistradeof is expressedn terms
of memoryspaceandnumberof messagesxchangedn
thenetwork, andquality of results.Thegoalis to satisfy
theapplicationaccurag requirementsvhile maintaining
theresourceconsumptionso a minimum.

In general,we expectto achiese higheraccurag in
theresultswhenwe increasehe size of the modelsand
thefrequeng with which we updatethesemodels.Nev-
erthelessin several casesthe requirementaredictated
by the applications. Assume,for example,that we are
interestedn identifying outliersin asensometwork that
monitors temperatureinside a building. Then, small
sizedmodels,updatedwith modestfrequeng, are ade-
guateto provide qualitative answers.If we performthe
sametaskin a desert,wherethereare big temperature
variations(e.g.,dayvs. nightandshadaev vs. sunlight),
we needmoresophisticatednodelsto achieve the same
degreeof accurag. Finally, if insteadof temperatureve
monitorsoundsthenwe mayneedto updateour models
morefrequently in orderto adaptto afastchangingen-
vironment. Theabove tradeofs aregraphicallydepicted
in Figure3.

4 RelatedWork

Therehasbeenmuchwork in the areasof sensomet-
works,outliers,andstreamingdata,but nowork thatlies

in theintersectiorof theseareas.

Maddenand Franklin [MFO2] presenta framewnork
for the efficient execution of queriesin a sensornet-
work. The problem of evaluatingaggreyate operators
in a sensornetwork is addressedby Madden et al.
[MFHO2]. The authorspresenta taxonomy of vari-
ousaggreateoperatorsand proposetechniquedor ef-
ficient, distributed execution of theseoperatorsin the
network. A subsequenstudy [HHMSO03] presentsap-
plicationsof the above framework, namely topographic
mappingwavelet-basedompressionandvehicletrack-
ing. Yao and Gehrle [YGO03] investigatethe problem
of query processingn sensometworks aswell. They
presentschemedor in-network aggreyation similar to
thepreviousstudiesandcrashrecovery techniquesBu-
lut etal. [BSVO03] describea scalabledistributedindex-
ing architecturdor streamingdata.

Thereis extensie literaturein the statisticscommu-
nity regardingoutlier detection[BL94]. Several algo-
rithms have beenproposedfor the problemof finding
deviationsin largedataset$KN98] [RRSO0][BKNSOQ]
[AAR96] [SAM98] [PKO1]. However, noneof theabove
approachess directly applicableto a streamingdataen-
vironment.

Several studieshave proposednewn algorithms for
solvingtraditionaldatabas@roblemsn thedatastream-
ing context. A decisiontree classificationalgorithm
for streaming data was presentedby Hulten et al.
[HSDO01]]. Two additionalalgorithmsfor streamingdata,
one for computingcorrelatedaggreyates|GKS01] and
anotherfor answeringaggreyatequeriesapproximately
[GKMSO01], have beendescribedn the literature. Two
recentstudies|[CDIM02] [DMO02] presentsolutionsto
specificproblemsin datastreammanagementyith ap-
proximation guarantees.The first one finds the num-
ber of distinct itemsin a single data stream,and the
numberof unequalitem countsin a combinationof two
streams. The secondstudy estimateghe rarity of data
items,andthe similarity of two datastreams.A related
problem,is the oneof identifying correlationdn stream-
ing data| GGKO03]. Thiswork proposesechniquedased
on singularvalue decompositiorfor capturingcorrela-
tions betweenmultiple streams. Finally, Palpanaset
al. [PVK*04] describealgorithmsfor onlineapproxima-
tion of streaminglata,usinguserdefinedtime-decaying
functionsto specifytheaccurag of theapproximation.



5 Conclusions

During the recentyears,sensometworks have become
increasinglypopular Recentefforts have beendevoted

in this area,demonstratingheir functionality and wide

applicability.

In this paperwe addresshe problemof deviationde-
tectionin theervironmentof sensonetworks,which has
not beenstudiedin the literature. We describea tech-
niguefor online identificationof outliersin a streamof
data,suchasthe oneproducedby a sensorWe thendis-
cusshow to extendthis techniqueto an entire network
of sensorstakinginto consideratiorthe distributedpro-
cessingof events,aswell asthe needfor responsdime
guaranteem thedelivery of the sensoidata.
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