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Abstract

Sensornetworkshave recentlyattractedmuchattention,
becauseof their potential applicationsin a numberof
differentsettings.Thesensorscanbedeployedin large
numbersin wide geographicalareas,andcanbeusedto
monitorphysicalphenomena,or to detectcertainevents.

An interesting problem which has not been ade-
quatelyaddressedso far is thatof distributedonlinede-
viationdetectionin streamingdata.Theidentificationof
deviatingvaluesprovidesanefficientwayto focusonthe
interestingeventsin thesensornetwork.

In this work, we proposea techniquefor onlinedevi-
ationdetectionin streamingdata.We discusshow these
techniquescanoperateefficiently in the distributeden-
vironmentof asensornetwork, anddiscussthetradeoffs
thatarisein thissetting.Our techniquesprocessasmuch
of the dataaspossiblein a decentralizedfashion,so as
to avoid unnecessarycommunicationandcomputational
effort.

1 Intr oduction

Advancesin processortechnologiesandwirelesscom-
municationshave enabledthedeploymentof small, low
cost and power efficient sensornodes in both civil
and military settings[WLLP01, SS02, OC02, IGE00,
IEGH02, SAA03, LBA � 02]. The sensorscan be de-
ployedin largenumbersin wide geographicalareasand
can be usedto monitor, detectand report time-critical
events(like earthquakes,chemicalspills, or theposition
andtrajectoryof moving objects)suchthat the urgency
of the situationis evaluatedand distributed efforts are
coordinatedin a timely manner.

Considerfor example a disasterrecovery situation
wheretherehasbeena chemicalspill in a givenregion.
Beforeattemptingto control the disaster, we mustfirst
find the extent of the currentcontaminationandfigure
out how theconcentrationis changingover timesoasto
estimatethe possiblereachof the contamination.This
requiresthat the datais collectedonline from multiple
sensorsand analyzeddynamically in order to evaluate
theaccuracy of thethreatandrespondin real-time.

We proposea techniquefor distributeddeviation, or
outlier, detectionin real-timestreamingdata.Thatis, we
areinterestedin finding thosevaluesthatdeviatesignif-
icantly from the norm. This problemis especiallyim-
portantin the sensornetwork settingbecauseit canbe
usedto identify faulty sensors,andto filter spuriousre-
ports from differentsensors.Even if we arecertainof
thequalityof measurementsreportedby thesensors,the
identificationof outliersis still avaluableprocess.It pro-
videsanefficient way to focuson the interestingevents
in thesensornetwork.

The context of the sensornetworks makesthe prob-
lem more challenging. First, sensorshave limited re-
sourcecapabilities,including limited battery lifetime,
communicationbandwidth,CPU capacityandaresub-
ject to frequentdisconnections.Second,datacoming
from many different streamshave to be examineddy-
namicallyandcombinedto detectdeviations.In suchan
environment,we needto minimize the processingand
communicationoverheadof the sensors.The goal is to
processasmuchof the dataaspossiblein a decentral-
izedfashion,soasto avoid unnecessarycommunication
andcomputationeffort. Identifying deviationsis itself a
first steptowardsreducingthecommunicationcost,and
prolongingthe life spanof thesensors.This is true,be-



causethereis no needfor thesensorsto transmitvalues
thatfollow somegeneraltrendsalreadyknown. Whatwe
arereally interestedin arevaluesthatdo not follow our
modelsfor thedata-generatingprocesses.

In this work, we proposetheuseof kerneldensityes-
timatorsfor onlinedeviationdetectionin streamingdata.
Wedescribehow thesetechniquescanoperateefficiently
in the distributedenvironmentof a sensornetwork, and
elaborateon the tradeoffs that arisein this setting. Fi-
nally, wediscusstechniquesfor timelinessguaranteeson
thedeliveryof thestreamingdata.

The rest of the paperis organizedas follows. Sec-
tion 2 describesthe overall architectureof the system.
In Section3 we elaborateon the problemwe aretrying
to solve. We presentthe techniqueswe usefor the so-
lution of theproblem,andwe discussthepropertiesand
functionality of our approach.Section4 providessome
backgroundontherelatedwork,andweconcludein Sec-
tion 5.

2 ProposedAr chitecture

We envisionasensornetwork consistingof a largenum-
berof cheap,staticsensors.Thesesensorsarelimited in
termsof their processingandtransmissionpower capa-
bilities,but canbedeployedquickly to coverageograph-
ical area.

While the traditionalsettingsassumethat the sensor
dataaregatheredin a centralizedlocationandanalyzed
offline, in our modelwe assumethe existenceof addi-
tionalmorepowerful andsophisticatednodesthatarede-
ployedin smallnumbers(typically ordersof magnitude
lessthan the numberof low capacitysensors).We as-
sumethat thesenodeshave large communicationrange
andcancommunicatewith eachotherusinga separate
frequency channelso as not to interferewith the sen-
sor communications.Theseare usedto perform more
powerful computations,suchasthedetectionof outliers.
Figure1 showsanexampleof this kind of network. The
white circles in the figure denotethe low capacitysen-
sors,andtheblackcirclesthehigh capacityones.

In addition to the usualconnectionsamongthe low
capacitysensors,there is anothertype of connections
involving the high capacitysensors.Taking advantage
of the limited numberof themorepowerful sensors,we
canassignentiregroupsof the low capacitysensorsto
them.An obviouswayof makingthisassignmentwould
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Figure1: Example of a sensornetwork with two dif-
ferent typesof sensors.

bebasedon spatialproximity. Hence,differentpartsof
theareacoveredby thedeployedsensorsareassignedto
differentgroups,andconsequently, to differenthigh ca-
pacity sensors.Alternatively, the low capacitysensors
maybeorganizedinto groupsin responseto somequery,
soasto providethebestpossibleanswers.In eithercase,
thestructureof thegroupsis not staticallyassigned,but
is ratherdynamicin nature.

Moreover, wemayassumethatthehighcapacitysen-
sorsareorganizedin groupsaswell. Thesesensorsre-
port to operationcenters,which canbeconsideredasan
additionallevel in thecommunicationstructure.

3 Defining Abnormal Behaviour

An outlier is “an observation that appearsto deviate
markedly from othermembersof thesamplein which it
occurs”[BL94]. This factmay raisesuspicionsthat the
specificobservationwasgeneratedby a differentmech-
anismthantherestof thedata.This mechanismmaybe
anerroneousprocedureof datameasurementandcollec-
tion, or an inherentvariability in thedomainof thedata
underinspection. Nevertheless,in both casessuchob-
servationsareinteresting,andthe analystwould like to
know aboutthem.

In our case,the goal is to be ableto reportoutlying
valuescomingfrom unknown generativeprocesses(i.e.,
the datadistribution is not known). As the datavalues
comein, we build a modelof thesevalues. In essence,
we try to approximatethedistribution of thedata.Then,
wetermoutliersthevaluesthatdeviatesignificantlyfrom



thatmodel.

3.1 Outliers in SensorNetworks

We examinetheproblemof identifyingoutliersin asen-
sor network in two stages. First, we discussthe tech-
niquewe useto modelthedatadistribution. Second,we
focuson theproblemof managingandcombiningthese
modelsin thenetwork of sensors.

Wesubsequentlydiscusstheissueof timelinessguar-
anteeson the delivery of the streamingdata. Finally,
we identify andanalyzesometradeoffs thatarisein our
framework.

3.1.1 Estimation Model

Themodelweuseto estimatethedistributionof theval-
uesgeneratedby the sensorsis basedon kernel density
estimators1 [Sco92]. For simplicity, we only discussthe
onedimensionalcase. Yet, this approachis easily ex-
tendedto higherdimensionalities.Assumethatwe have
a staticrelation, � , that storesthe values,� , whosedis-
tribution we want to approximate.The recordedvalues
must fall in the interval � ���
	
� . This requirementis not
restrictive,sincewecanmaptheoperationalrangeof the
sensorsto theinterval � ���
	
� . Let � bearandomsampleof� , and 
������ a function,suchthat ��� ��� ����
������! "�$#%	 , for
all tuplesin � . We call 
��&��� thekernel function. Then,
wecanapproximatetheunderlyingdistribution '(����� , ac-
cordingto which the valuesin � weregenerated,using
thefollowing function

'(�����)# 	*,+-�.0/�1 
��&�324�05��76
The choiceof the kernel function is not significant

for theresultsof theapproximation[Cre93]. Hence,we
choosetheEpanechnikov kernelthatis easyto integrate:


������)#98;:< �=?> 	@2A�CB= �!D�E , F7B= FHGI	� , otherwise

whereJ is thebandwidthof thekernelfunction.In order
to set J , we useScott’s rule [Sco92]: JK#%L M"NHF �OFQPSRT ,
where N is thestandarddeviationof thevaluesin � .

Givena value �!U andthedensitydistribution function'(����� , we canestimatethe numberof valuesthat are in

1Othermodelestimationtechniquescanbeusedin our framework
aswell.

the neighborhoodof �!U . This allows us to identify dis-
tancebasedoutliers [KN98]. In particular, we have to
checkthenumberof values,VW�&�!UX�!YZ� , in � that fall in a
sphereof radius Y around� U [KGKB03]. If this number
is lessthananapplication-specificthreshold[ then �!U is
anoutlier. Theequationfor thecomputationof VW�&� U �\YX�
is asfollows

VW���!UZ�!YZ�)#I]
sphereof radiusY around� U '(�&���0 ��(6

Weshouldaddthatthekerneldensityestimationtech-
nique can also be employed in the presenceof multi-
variate distributions, and has beenshown to approxi-
mateunknown datadistributions efficiently and effec-
tively [GKTD00].

In the sensornetwork environmentwe require that
eachsensormaintainsamodelfor thedistributionof val-
uesit generates.Sincewe arenot interestedin theentire
historyof thevaluesproducedby thesensors,it suffices
to considerthe valuesin a sliding window of size V .
Then,� holdsonly thevaluesin theslidingwindow, that
is, the V mostrecentvalues.

Note that in this casewe cannotdirectly apply the
above analysis,since � is continuouslychangingas a
function of time. Therefore,we adaptour techniqueas
follows. The set � is onceagaina randomsampleof� , but it is now computedasa sampleof a sliding win-
dow. Theotherquantityweneedfor theestimationof the
datadistribution is thestandarddeviation N of thevalues
in the sliding window (usedfor the computationof the
bandwidth, J ). Both the above operationscanbe effi-
ciently supportedin a datastreamingenvironmentwith
sliding windows[BDM02, BDMO03].

3.1.2 Distrib uted Deviation Detection

In the previous sectionwe describedthe modelwe use
to estimatethedatadistributions,andexplainedhow we
canusethis modelto identify outliersamongthevalues
reportedby asensor. Wewill now discusstheissuesthat
arisewhenwe considerthe settingof a network with a
largenumberof sensors.

Assumewe have a sensornetwork similar to theone
shown in Figure1. Thepresenceof low andhighcapac-
ity sensorsoffersa multiresolutionview to thedeviation
detectionproblem.Whenweareat thelowestlevel (i.e.,
low capacitysensors),we identify local outliers. As we
move up (i.e., high capacitysensors),we attaina more
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Figure2: Example of modelcomposition.

global perspective, and the outliers we report are with
respectto all thesensorsof a particulararea.

In order for this settingto work, we have in placea
mechanismfor model composition. This allows us to
takethedatadistributionmodelsof two differentsensors
in thenetwork andcomeup with asinglemodelthatde-
scribesthe behaviour of the dataof both sensors.We
thenassignthis combinedmodelto anothersensor, e.g.,
a sensorof high capacity(seeFigure2).

In thecaseof kerneldensityestimators,therearetwo
quantitiesthatwehaveto takecareof. Namely, thesam-
ple set, � , andthe bandwidthof the kernelfunction, J
(referto Section3.1.1).We cancombinethesamplesets
just by takingtheir union. This is possiblebecauseboth
samplesare uniform. We may then reducethe sizeof
the resultingset by resampling,if necessary. In order
to combinethe bandwidthsof two kernelfunctions,we
only needto combinethe two standarddeviationsupon
which thebandwidthsdepend.This is accomplishedus-
ing the sametechniquesas the onesfor computingthe
standarddeviationin aslidingwindow of streamingdata.

Theabove processgivesto thehigh capacitysensors
a coarseview of the sensornetwork, wherethe details
specificto different partsof the deployment areahave
beenmasked away. If we wish to recover thesedetails,
we haveto querythelow capacitysensorsdirectly.

3.1.3 Real-Time Delivery of SensorData

One importantissuein distributedonline deviation de-
tection, is how to deliver the streamingdatato remote
sensorsin a timely manner. This is importantbecause
if the high capacitysensorsfail to collect and analyze
currentdatageneratedby the sensors,this may leadto
inconsistenciesin identifyinganoutlieranddetermining
the criticality of a situation. In suchcircumstances,we
needdistributedreal-timeschedulingalgorithmsto pro-
vide timelinessguarantees.

Streamingdatamayneedto bedeliveredin sequence,
or in parallel,on oneor moresensors(e.g.,a reportde-

liveredfrom onesensorto anotheruntil it reachesahigh
capacitysensor).Thesearedeliveredthroughthegener-
ation of distributedevents. With eachdistributedevent
weassociatethefollowing timing parameters:^ Deadline: The relative time after the initiation of

theevent,within which theeventmustbedelivered
to thedestination.^ Importance:aparameterthatrepresentstherelative
priority of theevents.A low importanceeventmay
needto be delayedto meetthe deadlineof a high
importanceevent.

Thedegreetowhichend-to-endtimelinessisachieved
in a sensornetwork is a combinationof two factors;the
relative importanceof the event (e.g., high urgency or
low urgency) andits deadline.The deadlineessentially
representsa measureof priority for theevent;thehigher
priority goesto theeventwith thesmallestdeadline.

3.1.4 Tradeoffs

Theframeworkwedescribeprovidesaflexiblemeansfor
outlier detectionin sensornetworks. Yet, it alsoraises
somequestionsthatneedto beexploredin moredetail.

Thekerneldensityestimationmodelthatwe propose
iscapableof adjustingitself to theinputdatadistribution,
asthis distribution changesover time. Both the sample
andthestandarddeviationof thedatavalues,neededfor
the estimationof the underlyingdistribution, arebeing
constantlyadjusted,following theway thevaluesin the
sliding window change.However, we alsoneeda self-
correctingmechanism,ableof fine-tuningotherparame-
tersof themodel,e.g.,thesizeof thesample,in casethe
distributionof thedatachangesdrastically.

We alsoneedto be ableto quantify the accuracy of
the combinedmodels. That is, we needto know how
muchinformationwe losejust by combiningtwo differ-
ent modelsinto one. This processwill provide quality
guaranteesfor thegeneratedresults.

Finally, oncemerged,the accuracy of the combined
modelswill dependgreatlyon thefrequency of updates
of their parametersfrom theunderlyingmodels.This is
a questionof how muchandhow oftenwe shouldprop-
agateinformation from the low capacitysensorsto the
high capacityones,in order to keepthe modelsat all
levels synchronizedwith the changesin the datadistri-
butions.
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The commondenominatorto all the above issuesis
theintroductionof theright setof statistics.Thesestatis-
tics cangiveanindicationof theaccuracy of themodels
we employ for approximatingthedatadistributions,and
subsequentlyof theway thattheparametersof themod-
els shouldbealtered.They canalsohelp to control the
tradeoff betweenthedesiredaccuracy of resultsandthe
performancepenalty. This tradeoff is expressedin terms
of memoryspaceandnumberof messagesexchangedin
thenetwork, andqualityof results.Thegoalis to satisfy
theapplicationaccuracy requirementswhile maintaining
theresourceconsumptionsto aminimum.

In general,we expect to achieve higheraccuracy in
the resultswhenwe increasethesizeof themodelsand
thefrequency with which we updatethesemodels.Nev-
ertheless,in severalcases,therequirementsaredictated
by the applications.Assume,for example,that we are
interestedin identifyingoutliersin asensornetwork that
monitors temperatureinside a building. Then, small
sizedmodels,updatedwith modestfrequency, areade-
quateto provide qualitative answers.If we performthe
sametask in a desert,wherethereare big temperature
variations(e.g.,dayvs. night andshadow vs. sunlight),
we needmoresophisticatedmodelsto achieve thesame
degreeof accuracy. Finally, if insteadof temperaturewe
monitorsounds,thenwemayneedto updateourmodels
morefrequently, in orderto adaptto a fastchangingen-
vironment.Theabovetradeoffs aregraphicallydepicted
in Figure3.

4 RelatedWork

Therehasbeenmuch work in the areasof sensornet-
works,outliers,andstreamingdata,but nowork thatlies

in theintersectionof theseareas.

Maddenand Franklin [MF02] presenta framework
for the efficient execution of queriesin a sensornet-
work. The problemof evaluatingaggregateoperators
in a sensornetwork is addressedby Madden et al.
[MFH02]. The authorspresenta taxonomy of vari-
ousaggregateoperators,andproposetechniquesfor ef-
ficient, distributed executionof theseoperatorsin the
network. A subsequentstudy [HHMS03] presentsap-
plicationsof theabove framework, namely, topographic
mapping,wavelet-basedcompression,andvehicletrack-
ing. Yao and Gehrke [YG03] investigatethe problem
of query processingin sensornetworks as well. They
presentschemesfor in-network aggregation similar to
thepreviousstudies,andcrashrecovery techniques.Bu-
lut et al. [BSV03] describea scalable,distributedindex-
ing architecturefor streamingdata.

Thereis extensive literaturein the statisticscommu-
nity regardingoutlier detection[BL94]. Several algo-
rithms have beenproposedfor the problemof finding
deviationsin largedatasets[KN98] [RRS00][BKNS00]
[AAR96] [SAM98] [PK01]. However, noneof theabove
approachesis directly applicableto a streamingdataen-
vironment.

Several studieshave proposednew algorithms for
solvingtraditionaldatabaseproblemsin thedatastream-
ing context. A decision tree classificationalgorithm
for streaming data was presentedby Hulten et al.
[HSD01]. Two additionalalgorithmsfor streamingdata,
one for computingcorrelatedaggregates[GKS01] and
anotherfor answeringaggregatequeriesapproximately
[GKMS01], have beendescribedin the literature. Two
recentstudies[CDIM02] [DM02] presentsolutionsto
specificproblemsin datastreammanagement,with ap-
proximationguarantees.The first one finds the num-
ber of distinct items in a single data stream,and the
numberof unequalitem countsin a combinationof two
streams.The secondstudyestimatesthe rarity of data
items,andthesimilarity of two datastreams.A related
problem,is theoneof identifyingcorrelationsin stream-
ing data[GGK03]. Thiswork proposestechniquesbased
on singularvaluedecompositionfor capturingcorrela-
tions betweenmultiple streams. Finally, Palpanaset
al. [PVK � 04] describealgorithmsfor onlineapproxima-
tion of streamingdata,usinguser-definedtime-decaying
functionsto specifytheaccuracy of theapproximation.



5 Conclusions

During the recentyears,sensornetworks have become
increasinglypopular. Recentefforts have beendevoted
in this area,demonstratingtheir functionality andwide
applicability.

In thispaper, weaddresstheproblemof deviationde-
tectionin theenvironmentof sensornetworks,whichhas
not beenstudiedin the literature. We describea tech-
niquefor online identificationof outliersin a streamof
data,suchastheoneproducedby a sensor. We thendis-
cusshow to extendthis techniqueto an entirenetwork
of sensors,takinginto considerationthedistributedpro-
cessingof events,aswell astheneedfor responsetime
guaranteesin thedeliveryof thesensordata.
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